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270 01      INFORMATION & PERSONNEL SECURITY PGRM  ( I P S P )

270 01 001   Does the command hold the current editions of SECNAVINST 5510.36, SECNAVINST 5510.30A and MCO 5510.18A?

              Reference

              NONE

270 01 002  Has the Commanding Officer issued a command security instruction?

              Reference

              SECNAVINST 5510.36, PAR 2-1

              SECNAVINST 5510.30A, PAR 2-2

270 01 003  Has the Commanding Officer established and maintained a self-inspection program for the command. This may include security inspections, program reviews, and assist visits to evaluate? 

              Reference

              SECNAVINST 5510.36, PAR 2-1

              SECNAVINST 5510.30A, PAR 2-2

270 01 004  Has the Commanding Officer ensured that the security manager and other personnel have received security education and training?

              Reference

              SECNAVINST 5510.36, PAR 2-3

              SECNAVINST 5510.30A, PAR 2-1

270 01 005  Has the Commanding Officer approved an emergency plan for the protection and destruction of classified information? 

              Reference

              SECNAVINST 5510.36, PAR 2-1

              SECNAVINST 5510.30A, PAR 2-2

              MCO P5510.18A, PAR 2-3

270 01 006  Has the Commanding Officer ensured that personnel are evaluated on the handling, creation or management of classified information with remarks made on performance evaluations? 

              Reference

              SECNAVINST 5510.36, PAR 2-1

              SECNAVINST 5510.30A, PAR 2-2

              MCO P5510.18A, PAR 2-3

270 01 007  Has the Commanding Officer designated, in writing, a command security manager? 

              Reference

              SECNAVINST 5510.36, PAR 2-2

              SECNAVINST 5510.30A, PAR 2-1

              MCO P5510.18A, PAR 2-3

270 01 008   How are personnel in the command who perform security duties kept abreast of changes in policies and procedures? 

              Reference

              SECNAVINST 5510.36, PAR 2-3

270 01 009  If applicable, has the Commanding Officer designated in writing a command Top Secret Control Officer?

              Reference

              SECNAVINST 5510.36, PAR 2-4

270 01 010  Has the Commanding Officer scheduled annual evaluations of the security posture of their subordinate commands?

              Reference

              SECNAVINST 5510.36, PAR 2-11

              SECNAVINST 5510.30A, PAR 2-10

270 01 011  Has the command security manager formulated, coordinated, and conducted a command security education program? 

              Reference

              SECNAVINST 5510.36, PAR 2-2

              SECNAVINST 5510.30A, PAR 4-2

270 01 012  Has the command security manager ensured threats to security, and other security violations are reported, recorded, and investigated, when necessary? 

              Reference

              SECNAVINST 5510.36, PAR 2-2, CHAP 12

270 01 013   If applicable, has the command security manager maintained liaison with the command Public Affairs Officer to ensure that proposed press releases and information intended for the public are subjected to a security review?

              Reference

              SECNAVINST 5510.36, PAR 2-2

270 01 014  Has the command security manager developed security measures and procedures regarding visitors who require access to classified information? 

              Reference

              SECNAVINST 5510.36, PAR 2-2

270 01 015  Is the command security manager named and identified to command personnel on command organizational charts, telephone listings, rosters, or other media? 

              Reference

              SECNAVINST 5510. 36, PAR 2-2

              SECNAVINST 5510. 30A, PAR 2-3

              MCO P5510. 18A, PAR 2002

270 01 016   Has the command security manager implemented regulations concerning the disclosure of classified information to foreign nationals? 

              Reference

              SECNAVINST 5510.36, PAR 2-2

270 01 017  If applicable, has the command security manager coordinated the preparation of command Security Classification Guides? 

              Reference

              SECNAVINST 5510.36, PAR 2-2, CHAP 5

270 01 018  Does the command security manager have direct and ready access to the commanding officer? 

              Reference

              SECNAVINST 5510.30A, PAR 2-3

270 01 019  Has the command security manager been the subject of a favorably adjudicated Single Scope Background Investigation (SSBI) completed within the previous 5 years? 

              Reference

              SECNAVINST 5510.36, PAR 2-2

270 01 020  Has the Commanding Officer established administrative procedures for the control of Secret and Confidential information? 

              Reference

              SECNAVINST 5510.36, PAR 7-4, PAR 7-5

270 01 021  Has the Commanding Officer established procedures to account for, control, and mark all working papers? 

              Reference

              SECNAVINST 5510.36, PAR 7-6

270 01 022  Has the Commanding Office established procedures for end of the day security checks, utilizing the SF 701 and the Activity Security Checklist 702, to ensure that all areas which process classified information are properly secured? 

              Reference

              SECNAVINST 5510.36, PAR 7-10

270 01 023  Has the Commanding Officer established procedures for the dissemination of classified and controlled unclassified information originated or received by their command? 

              Reference

              SECNAVINST 5510.36, PAR 8-1

270 01 024  Has the Commanding Officer ensured that only appropriately cleared personnel transmit, transport, escort, or hand carry classified information per specific requirements? 

              Reference

              SECNAVINST 5510.36, PAR 9-1, PAR 9-2, PAR 9-3, PAR 9-4

270 01 025  Has the Commanding Officer ensured that couriers are informed of security responsibilities when escorting or hand carrying classified information?

              Reference

              SECNAVINST 5510.36, PAR 9-11

270 01 026  Has the command security manager ensured that all classified information is stored in a GSA-approved security container, vault, modular vault, or secure room?

              Reference

              SECNAVINST 5510.36, PAR 10-1, PAR 10-2, PAR 10-3

270 01 027  Has the Commanding Officer established at least 1 day each year as a "clean-out" day, when specific attention and effort is focused on disposition of unneeded classified and controlled unclassified information?

              Reference

              SECNAVINST 5510.36, PAR 10-17

270 01 028  Has the Commanding Officer established an industrial security program if their commands engage in classified procurement or when cleared DoD contractors operate within areas under their direct control? 

              Reference

              SECNAVINST 5510.36, PAR 11-1

270 01 029  Has the Commanding Officer designated, in writing, an information systems security manager (ISSM) if the command processes data in an automated system?

              Reference

              SECNAVINST 5510.30A, PAR 2-1

270 01 030  Has the command security manager ensured that all personnel who handle classified information or will be assigned to sensitive duties are appropriately cleared through coordination with DON CAF and that requests for personnel security investigations are properly prepared, submitted and monitored?

              Reference

              SECNAVINST 5510.30A, PAR 2-4

270 01 031  Has the command security manager ensured that personnel security investigations, clearances and accesses are properly recorded? 

              Reference

              SECNAVINST 5510.30A, PAR 2-4

270 01 032  Has the command security manager ensured that all personnel who  had access to classified information, who have separated or retired have completed a Security Termination Statement? 

              Reference

              SECNAVINST 5510.30A, PAR 2-4

270 01 033  Has the command security manager ensured that all personnel execute a Classified Information Nondisclosure Agreement (SF 312) before granting initial access to classified information? 

              Reference

              SECNAVINST 5510.30A, PAR 2-4

270 01 034  Has the command security manager ensured Indoctrination briefings are provided as required? 

              Reference

              SECNAVINST 5510.30A, PAR 4-5

270 01 035  Has the command security manager ensured Orientation briefings are provided as required? 

              Reference

              SECNAVINST 5510.30A, PAR 4-6

270 01 036  Has the command security manager ensured that On-the-job training has been provided as required? 

              Reference

              SECNAVINST 5510.30A, PAR 4-7

270 01 037  Has the command security manager ensured Annual refresher briefings are provided as required? 

              Reference

              SECNAVINST 5510.30A, PAR 4-8

270 01 038  Has the command security manager ensured Counterintelligence briefings are provided as required? 

              Reference

              SECNAVINST 5510.30A, PAR 4-9

270 01 039   Has the command security manager ensured that individuals have not being given access to classified information or been assigned to sensitive duties unless a favorable personnel security determination has been made regarding his/her loyalty, reliably and trustworthiness? 

              Reference

              SECNAVINST 5510.30A, PAR 6-1

270 01 040  Has the command security manager ensured that interim security clearances are not in excess of 18 months? 

              Reference

              CNO (N09N2) MEMO 5520 SER 09N2/OU532217

270 01 041  Has the Commanding officer established an administrative program for continuous evaluation?  

              Reference

              SECNAVINST 5510.30A, PAR 10-1, PAR 10-5

