3D MARINE AIRCRAFT WING

 COMMANDING GENERAL'S INSPECTION PROGRAM

FUNCTIONAL AREA COVER SHEET
UNIT INSPECTED:                          DATE: __    ______                                            

INSPECTOR:                             EXT:  _            _               

AIRS FUNCTIONAL AREA NUMBER/TITLE: 270 / SECURITY OF CLASSIFIED INFO                AIRS CHECKLIST REVISION DATE: 18 July 02
OVERALL RATING (CIRCLE ONE)



RE INSPECTION DATE
MISSION CAPABLE
N/A

MISSION CAPABLE W/ DISCREPANCIES
N/A

MISSION CAPABLE W/ FINDING                    WITHIN 30-45 DAYS 

NONMISSION CAPABLE                            WITHIN 30-45 DAYS 

(Mandatory comments required for Mission Capable W/Findings or Non-Mission Capable.) 
COMMENTS:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

EXEMPLARY MARINES: (Grade, Name, specifics in bullet format )

SIGNATURE: ______________________

   











YES
NO
N/A

1. DOES THE COMMAND HOLD THE FOLLOWING REFERENCES:

A. SECNAVINST 5510.36 (1-1)






(   
(   
(
B. MCO 5510.18a 








( 
(   (  
C. I MEF ORDER 5510.1C                                         
( 
(   (  
2. DOES THE COMMAND ENSURE THAT ALL DON EMPLOYEES 

      (MILITARY AND CIVILIAN) WHO RESIGN, RETIRE, SEPARATE 

      OR ARE RELEASED FROM ACTIVE DUTY, RETURN ALL CLASSIFIED 

  INFORMATION IN THEIR POSSESSION? (7-1)                           (   
(  
(
3. IS TS INFORMATION INCLUDING COPIES, ORIGINATED OR 

   RECEIVED BY THE COMMAND, CONTINUOUSLY ACCOUNTED FOR, 

   INDIVIDUALLY SERIALIZED, AND ENTERED INTO THE COMMAND'S 

   TS INVENTORY? (7-3)                                             (   
(   (
4. ARE COMMAND TS DOCUMENTS PHYSICALLY SIGHTED AT 

   LEAST ANNUALLY? (7-3)                                           (   
( 
(
5. DOES THE COMMAND HAVE CONTROL MEASURES IN PLACE FOR THE 

 RECEIPT AND DISPATCH OF SECRET INFORMATION? (7-4)                 (   
(  
(        

6. ARE CONTROL MEASURES IN PLACE TO PROTECT UNAUTHORIZED 

   ACCESS TO COMMAND TS, SECRET, OR CONFIDENTIAL INFORMATION?

  (7-3, 7-4, 7-5)                                                 (  
(  
(
7. ARE WORKING PAPERS: (7-6)

A. DATED WHEN CREATED?                                      (   
(   
(
B. MARKED "WORKING PAPER" ON THE FIRST PAGE?                
(   
(  
(
   
   MARKED WITH THE OVERALL CLASSIFICATION, CENTER TOP             

   AND BOTTOM OF EACH APPLICABLE PAGE?                     
(   
(   
(                C. DESTROYED WHEN NO LONGER NEEDED?             
    
   
(   
(   
(
D. BROUGHT UNDER ACCOUNTABILITY AFTER 180 DAYS

  
  OR WHEN THEY ARE RELEASED OUTSIDE THE COMMAND?             (   
(  
(     

8. ARE APPROPRIATE CONTROL MEASURES TAKEN FOR OTHER SPECIAL 

   TYPES OF CLASSIFIED INFORMATION? (7-7)                          (   (  
(
9. ARE SF'S 703, 704, AND 705 PLACED ON ALL CLASSIFIED INFORMATION

   WHEN REMOVED FROM SECURE STORAGE? (7-9)                          (   (  
( 














YES
NO
N/A

     A.  ARE SF'S 706, 707, 708, AND 712 BEING UTILIZED ON ALL. 

         CLASSIFIED AIS MEDIA?                                      (
(    (
     B.  ARE CLASSIFIED TYPEWRITER RIBBONS, CARBON SHEETS, PLATES, 

         STENCILS, DRAFTS, AND NOTES CONTROLLED, HANDLED, AND 

         STORED PER THEIR CLASSIFICATION LEVEL?                     (   
(   
 (
10. HAS THE COMMAND ESTABLISHED PROCEDURES FOR END OF THE DAY 

    SECURITY CHECKS, TO INCLUDE THE USE OF SF'S 701 AND 702? 

    (7-10) 










(    (  
(
11. ARE CLASSIFIED VAULTS, SECURE ROOMS, AND CONTAINERS MADE AN 

    INTEGRAL PART OF THE END OF THE DAY SECURITY CHECK? (7-10)      (    (  
(
12. ARE PROCEDURES IN PLACE TO ENSURE THAT VISITORS HAVE ACCESS 

    ONLY TO INFORMATION FOR WHICH THEY HAVE A NEED-TO-KNOW AND 

    THE APPROPRIATE CLEARANCE LEVEL? (7-11)                         (    (  
(
13. ARE PROCEDURES IN PLACE FOR CLASSIFIED MEETINGS HELD AT THE 

    COMMAND OR HOSTED AT CLEARED FACILITIES? (7-12)                 (    (  
(
14. IS CLASSIFIED INFORMATION REPRODUCED ONLY TO THE EXTENT THAT 

    IS MISSION ESSENTIAL? (7-13)                                    (    (  
(
15. ARE PROCEDURES ESTABLISHED TO ENSURE THE PROPER 

    DISSEMINATION OF CLASSIFIED INFORMATION OUTSIDE DOD 

    AND TO FOREIGN GOVERNMENTS? (8-1)                               (    (  
( 

16. ARE SPECIAL TYPES OF CLASSIFIED AND CONTROLLED UNCLASSIFIED 

   INFORMATION DISSEMINATED PER THEIR GOVERNING INSTRUCTIONS? (8-4) (    (  
(
17. IS INFORMATION DISSEMINATED TO CONGRESS PER SECNAVINST 5730.5 

    AND OPNAVINST 5510.158? (8-7)                                   (    (  
(                       

18. DO ALL NEWLY GENERATED CLASSIFIED AND UNCLASSIFIED TECHNICAL 

    DOCUMENTS INCLUDE A DISTRIBUTION STATEMENT LISTED IN EXHIBIT 

    8A OF SECNAVINST 5510.36? (8-7)                               (    (  
(













YES
NO
N/A
19. ARE ALL DOD-FUNDED RDT&E PROGRAMS THAT INVOLVE NAVY SCIENTIFIC

    AND TECHNICAL INFORMATION AND UNCLASSIFIED TECHNICAL DATA THAT

    REVEAL CRITICAL TECHNOLOGY DISSEMINATED PER THEIR APPLICABLE 

    INSTRUCTION? (8-7)                                           
 (   (  
(
20. IS COMMAND INFORMATION INTENDED FOR PUBLIC RELEASE, INCLUDING 

    INFORMATION RELEASED THROUGH AIS MEANS (I.E., INTERNET, 


   COMPUTER SERVERS), SUBMITTED FOR PREPUBLICATION REVIEW? (8-8)  (    (  
(
21. IS CLASSIFIED INFORMATION TRANSMITTED AND TRANSPORTED ONLY 

    PER SPECIFIC REQUIREMENTS? (9-2,9-3,9-4)                     
(    (  
(
22. ARE SPECIAL TYPES OF CLASSIFIED INFORMATION TRANSMITTED AND 

    TRANSPORTED PER THEIR GOVERNING INSTRUCTIONS? (9-5)           
(    (  
(
23. ARE COMMAND PERSONNEL ADVISED NOT TO DISCUSS CLASSIFIED 

    INFORMATION OVER UNSECURED CIRCUITS? (9-6)                    (    (  
(
24. ARE COMMAND PROCEDURES ESTABLISHED FOR PREPARING CLASSIFIED 

    BULKY SHIPMENTS AS FREIGHT? (9-7)                             
(    (  
(
25. IS CLASSIFIED INFORMATION TRANSPORTED OR TRANSMITTED OUTSIDE 

    THE COMMAND RECEIPTED FOR? (9-11)                             (    (  
(
26. DOES THE COMMAND AUTHORIZE THE HANDCARRY OR ESCORT OF 

   CLASSIFIED INFORMATION, VIA COMMERCIAL AIRCRAFT, ONLY 

   IF OTHER MEANS ARE NOT AVAILABLE, AND THERE IS AN 

   OPERATIONAL NEED OR CONTRACTUAL REQUIREMENT? (9-11)            ( 
(
(
27. ARE DESIGNATED COURIERS BRIEFED ON THEIR COURIER 

    RESPONSIBILITIES AND REQUIREMENTS? (9-11)                     (    (  
(
28. ARE PROCEDURES ESTABLISHED FOR THE CONTROL AND 

    ISSUANCE OF THE DD 2501? (9-12)                               (    (  
(
29. ARE ANY COMMAND WEAKNESSES, DEFICIENCIES, OR 

    VULNERABILITIES IN ANY EQUIPMENT USED TO 

    SAFEGUARD CLASSIFIED INFORMATION REPORTED 

    TO THE CNO (NO9N3)? (10-1)                                    (    (  
(
A. DOES THE COMMAND ENSURE THAT WEAPONS, MONEY, 

         JEWELRY OR NARCOTICS ARE NOT STORED IN 

         SECURITY CONTAINERS USED TO STORE CLASSIFIED 

         INFORMATION?                                


(    (  
(













YES
NO
N/A
B.  DOES THE COMMAND ENSURE THAT EXTERNAL MARKINGS 

          ON COMMAND SECURITY CONTAINERS DO NOT REVEAL 

          THE LEVEL OF INFORMATION STORED THEREIN?              
(  
(  
(                            

30. DOES COMMAND SECURITY EQUIPMENT MEET THE STANDARDS 

    OF GSA? (10-2)                                                
(    (  
(
31. DOES THE COMMAND MEET THE REQUIREMENTS FOR THE STORAGE 

    OF CLASSIFIED BULKY INFORMATION? (10-3)                       
(    (  
(
32. DOES THE COMMAND MAILROOM HAVE A GSA-APPROVED SECURITY 

    CONTAINER TO STORE USPS FIRST CLASS, CERTIFIED, AND 

    REGISTERED MAIL OVERNIGHT? (10-7)                             (    (  
(
33. ARE COMMAND VAULTS AND SECURE ROOMS, NOT UNDER VISUAL 

    CONTROL AT ALL TIMES DURING DUTY HOURS, EQUIPPED WITH 

    ELECTRONIC, MECHANICAL, OR ELECTRO-MECHANICAL ACCESS 

    CONTROL DEVICES? (10-7)                                       (    (  
(
34. ARE SPECIALIZED SECURITY CONTAINERS SECURELY FASTENED 

    TO THE STRUCTURE, RENDERING THEM NON-PORTABLE? (10-8)         (    (  
(
35. HAS THE COMMAND REMOVED ALL CONTAINERS MANUFACTURED 

    BY REMINGTON RAND? (10-9)                                     (    (  
(
36. IS CLASSIFIED INFORMATION REMOVED FROM DESIGNATED WORK

    AREAS FOR WORK AT HOME DONE SO ONLY WITH PRIOR APPROVAL

    OF APPROPRIATE OFFICIALS? (10-10)                             (    (  
(
37. ARE COMMAND CONTAINER COMBINATIONS CHANGED: (10-12) 

A. BY INDIVIDUALS WHO POSSESS THE APPROPRIATE  

         CLEARANCE LEVEL?                                        
(    (  
(   

B. WHENEVER THE CONTAINER IS FIRST PUT INTO USE? 


(    (  
(               

C. WHENEVER AN INDIVIDUAL KNOWING THE COMBINATION 

        NO LONGER REQUIRES ACCESS TO THE CONTAINER 

       (UNLESS OTHER SUFFICIENT CONTROLS EXIST TO

        PREVENT ACCESS)?                                           (    ( 
(
      D. WHENEVER A COMBINATION HAS BEEN SUBJECTED

         TO COMPROIMSE?                                            (    (   (
E. WHENEVER THE CONTAINER IS TAKEN OUT OF SERVICE?           (    (  
(













YES
NO
N/A
38. ARE COMMAND CONTAINER COMBINATIONS MARKED, AND 

    ACCOUNTED FOR PER THE CLASSIFICATION LEVEL OF

    THE INFORMATION STORED THEREIN? (10-12)                        (    (  
(
39. IS THERE AN SF 700 AFFIXED INSIDE EACH COMMAND SECURITY 

    CONTAINER? (10-12)                                             (    (  
(
40. DOES THE SF 700 INCLUDE THE NAMES, HOME ADDRESSES, AND

    PHONE NUMBERS OF ALL PERSONS HAVING KNOWLEDGE OF THE

    COMBINATION? (10-12)                                           (    (  
(
 41. HAS THE COMMAND ESTABLISHED PROCEDURES FOR COMMAND KEY 

     AND PADLOCK ACCOUNTABILITY AND CONTROL? (10-13)
           (    (  
(
42. ARE COMMAND LOCKS REPAIRED ONLY BY AUTHORIZED PERSONNEL 

    WHO HAVE BEEN SUBJECT TO A TRUSTWORTHINESS DETERMINATION 

    OR WHO ARE CONTINUOUSLY ESCORTED? (10-15)                      (    (  
(
43. ARE COMMAND SECURITY CONTAINERS, PREVIOUSLY PLACED OUT OF

    SERVICE, MARKED AS SUCH ON THE OUTSIDE AND THE 

    "TEST CERTIFICATION LABEL" REMOVED ON THE INSIDE? (10-15)      (    (  
(   

44. ARE COMMAND SECURITY CONTAINERS, WITH VISIBLE REPAIR RESULTS, 

    MARKED AS SUCH WITH A LABEL POSTED INSIDE THE CONTAINER 

    STATING THE DETAILS OF THE REPAIRS? (10-15)                    (    (  
(
45. ARE ALL COMMERCIAL IDS USED ON COMMAND SECURITY CONTAINERS,

    VAULTS, MODULAR VAULTS, AND SECURE ROOMS APPROVED BY THE CNO 

   (NO9N3)? (10-16)                                              (    (  
(
46. IS COMMAND CLASSIFIED INFORMATION DESTROYED WHEN NO LONGER 

    REQUIRED? (10-17)                                            (    (  
(
47. DO ALL COMMAND SHREDDERS, PULVERIZERS, AND DISINTEGRATORS 

    MEET THE MINIMUM REQUIREMENTS? (10-18)                       (    (  
(
48. HAS THE COMMAND ESTABLISHED EFFECTIVE PROCEDURES FOR THE 

    DESTRUCTION OF CLASSIFIED INFORMATION? (10-19)               (    (  
(
49. WHEN FILLED, ARE COMMAND BURN BAGS SEALED ANDS SAFEGUARDED 

    PER THE HIGHEST OVERALL CLASSIFICATION LEVEL OF THEIR 

    CONTENTS? (10-19)                                            (    (  
(
50. IS CONTROLLED UNCLASSIFIED INFORMATION DESTROYED PER 

    THE GOVERNING INSTRUCTIONS? (10-20)                          (    (  
(
