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FA  SC STMT     TEXT                         2/27/02

480         PHYSICAL SECURITY & COMBATTING TERRORISM

Functional Area Manager: POS

Point of Contact: MAJ KING OR MSGT CHILDRESS DSN 224-4177

Date Last Revised: 15 February 2000
480 01      GENERAL PHYSICAL SECURITY                         

480 01 001  Was the installation facilities/public works officer involving the  installation provost marshal in new construction and facility modification planning and reviews?

Reference

OPNAVINST 5530.14B, PAR 0117

OPNAVINST 5530.14B, PAR 0118

480 01 002  Were aviation assets, communication facilities, and bulk fuel  storage areas designated as restricted areas and afforded the protection required?

Reference

OPNAVINST 5530.14B, PAR 0306C

OPNAVINST 5530.14B, APPENDIX IX

480 01 003  Were restricted areas posted properly?

Reference

OPNAVINST 5530.14B, PAR 0307

OPNAVINST 5530.13B, PAR 0308

480 01 004  Were restricted areas properly designated?

Reference

OPNAVINST 5530.14B, PAR 0306

OPNAVINST 5530.13B, PAR 0308

480 01 005  Do appropriate barriers and clear zones exist at all restricted  areas?

Reference

OPNAVISNT 5530.14B, PAR 0602

OPNAVINST 5530.13B, PAR 0302

480 01 006  Do interior and exterior intrusion detection sensors installed after  21 December 1988 meet applicable criteria?

Reference

OPNAVINST 5530.14B, PAR 0805

OPNAVINST 5530.13B, PAR 0302

480 01 007  Were quarterly tests conducted of all intrusion detection  systems (IDS)?

Reference

OPNAVINST 5530.14B, PAR 0811

OPNAVINST 5530.13B, PAR 0302L

480 01 008  Has the activity appointed a security officer?

Reference

OPNAVINST 5530.14B, PAR 1201

480 01 009  Has the installation/activity published a physical security plan?

Reference

OPNAVINST 5530.14B, PAR 1208

MCO 3302.1B, PAR 6B(1)

480 01 010  Have tenant commands developed and maintained a physical security  plan in support of the host command's physical security plan?

Reference

OPNAVINST 5530.14B, PAR 0211C

480 01 011  Have installations/activities with a security force published  appropriate security force orders?

Reference

OPNAVINST 5530.14B, PAR 1213

480 01 012  Have installations/activities with a security force armed security  personnel with loaded weapons?

REFERENCE

OPNAVINST 5530.14B, PAR 1214

OPNAVINST 5530.13B, PAR 1215C

480 01 013  Have installations/activities with a security force equipped  security personnel with adequate communications equipment?

Reference

OPNAVINST 5530.13B, PAR 0303P

OPNAVINST 5530.14B, PAR 1215C

480 01 014  Have installations/activities with a security force armed security  personnel with loaded weapons?

Reference

OPNAVINST 5530.13B

MCO 5500.6F, PAR 6A-G

480 01 015  Are physical security surveys being conducted at least annually?

Reference

OPNAVINST 5530.13B, PAR 0309

OPNAVINST 5530.14B, PAR 1207 AND PAR 1209

480 01 016  Are installation military police personnel designated to conduct  physical surveys fully qualified (school trained, MOS 5814, minimum secret clearance)?

Reference

OPNAVINST 5530.14B, PAR 1207B

480 02      CONVENTIONAL ARMS, AMMUNITION & EXPLOSIVES (AA&E) 

480 02 001  Do risk category AA&E storage facilities (new or existing) meet  required construction criteria?

Reference

OPNAVINST 5530.13B, PAR 0200C

OPNAVINST 5530.13B, PAR 0300

OPNAVINST 5530.13B, PAR 0301

OPNAVINST 5530.13B, PAR 0401 A-C

OPNAVINST 5530.13B, PAR 0501 A-C

480 02 002  Are reserve units permitted to store category I AA&E?

Reference

OPNAVINST 5530.13B, PAR 0203

480 02 003  Have organizations possessing AA&E established a training program  for personnel with AA&E related duties (e.g. security, inventory, supply audit, and ordnance)?

Reference

OPNAVINST 5530.13B, PAR 0204

OPNAVINST 5530.13B, PAR 0602F(1)

480 02 004  Do organizations require persons operating a vehicle or providing  security to a vehicle transporting category I, II, or confidential AA&E to have (at a minimum) favorably completed a national agency check or entrance national agency check?

Reference

OPNAVINST 5530.13B, PAR 0206

480 02 005  Do commanders responsible for storage of non-government AA&E specify  procedures meeting required security criteria?

Reference

OPNAVIINST 5530.13B, PAR 0207

480 02 006  Are classified low risk AA&E protected to at least the same degree  as risk categories II and iii?

Reference

OPNAVINST 5530.13B, PAR 0208

OPNAVINST 5530.13B, PAR 0901B

480 02 007  Has the installation commander prepared contingency plans which  provide for increased physical security measures for AA&E storage during periods of special vulnerability, such as natural disasters or emergencies or periods of increased terrorist or criminal threat?

Reference

OPNAVINST 5530.13B, PAR 0301B

480 02 008  Has the installation coordinated with adjacent installations or  units: federal, state, and local agencies; and similar host country agencies to exchange intelligence, information on security measures being employed, contingency plans and any other information to enhance local security?

Reference

OPNAVINST 5530.13B, PAR 0301C

480 02 009  Has the installation acquired any electronic security system  for a project without the completion of a base electronics system engineering plan, site approval from SPAWAR and the approval of the commandant of the Marine Corps (POS-10)?

Reference

OPNAVINST 5530.13B, PAR 0302A&C

480 02 010  Do intrusion detection systems on the installation include and alarm  control center were alarms annunciate and from which a response force can be dispatched?

Reference

OPNAVINST 5530.13B, PAR 0302D

480 02 011  Are intrusion detection systems used within a civilian community  connected to civil police stations, private security companies, or a central monitoring service from which and immediate response may be directed?

Reference

OPNAVINST 5530.13B, PAR 0302E

480 02 012  Are daily logs maintained of all alarms received, to include the  nature of the alarm, the date and time the alarm was received, location of the alarm, and the response made?

Reference

OPNAVINST 5530.13B, PAR 0302F

480 02 013  Are intrusion detection system sensors, signal transmission wire,  and related equipment protected from tampering?

Reference

OPNAVINST 5530.13B, PAR 0302G

480 02 014  Are visible transmission lines for intrusion detection systems  inspected periodically?

Reference

OPNAVINST 5530.13B, PAR 0302G

480 02 015  Is a protected backup, independent power source of 4 hours minimum  duration provided for each intrusion detection system?

Reference

OPNAVINST 5530.13B, PAR 0302J

480 02 016  Are all intrusion detection system sensors tested upon installation  and quarterly?

Reference

OPNAVINST 5530.13B, PAR 0302L

480 02 017  Are anti-intrusion barriers installed on all category I and II  ammunition and explosives storage facilities that are protected by an intrusion detection system?

Reference

OPNAVINST 5530.13B, PAR 0302M

480 02 018  Dependent upon the security risk category of stored AA&E, were  security personnel conducting required physical checks of AA&E facilities and storage areas?

Reference

OPNAVINST 5530.13B, PAR 0303

OPNAVINST 5530.13B, APP F

480 02 019  Do written guard procedures for security posts at AA&E storage areas  exist and are they reviewed at least semiannually per requirements?

Reference

OPNAVINST 5530.13B, PAR 0303E

480 02 020  Does the response force have the capability to respond within 15  minutes of an alarm to AA&E storage areas to prevent penetration?

Reference

OPNAVINST 5530.13B, PAR 0303G

480 02 021  Are procedures covering emergencies, command notification  requirements, and routine patrol requirements, and routine patrol requirements kept at each of the security posts at AA&E facilities and are they reviewed at least monthly?

Reference

OPNAVINST 5530.13B, PAR 0303H

480 02 022  Were security personnel at AA&E facilities and storage areas  drilled and evaluated in emergency responses at least semi-annually?

Reference

OPNAVINST 5530.13B, PAR 0303I

480 02 023  Were security personnel at AA&E facilities and storage areas armed  with loaded weapons?

Reference

OPNAVINST 5530.13G, PAR 0303I

480 02 024  Were AA&E facility and storage area security personnel currently  trained through qualification, requalification, or practice firing with their assigned weapon(s)?

Reference

OPNAVINST 5530.13B, PAR 0303J

480 02 025  Were AA&E facility and storage area security personnel instructed in  and knowledgeable concerning the use of deadly force and proper weapons handling procedures?

Reference

MCO 5500.6F, PAR 8 & 9

OPNAVINST 5530.13B, PAR 0303K

480 02 026  Were the service records of personnel assigned to AA&E  security-related duties screened and rescreened at least annually per requirements?

Reference

OPNAVINST 5530.13B, PAR 03030

ALMAR 093/98

480 02 027  Were reliable primary and backup communications means available and  accessible to security personnel in AA&E facilities and storage areas?

Reference

OPNAVINST 5530.13B, PAR 0303P

480 02 028  Were AA&E facilities and storage areas provided with proper security  lighting and surveillance?

Reference

OPNAVINST 5530.13B, PAR 0304

OPNAVINST 5530.13B, APP F

480 02 029  Are surveillance requirements and physical checks of AA&E facilities  being conducted in accordance with the reference?

Reference

OPNAVINST 5530.13B, APPENDIX F

480 02 030  Does ready for issue (RFI) AA&E storage for designated security  force or response personnel meet prescribed security criteria?

Reference

OPNAVINST 5530.13B, PAR 0305

480 02 031  Were AA&E facilities and storage areas provided with a proper lock  and key control system that encompassed the use of approved locks?

Reference

OPNAVINST 5530.13B, PAR 0306 & 0307

OPNAVINST 5530.13B, APP G

480 02 032  Were keys to AA&E facilities and storage areas properly maintained,  secured, accounted for, and inventoried?

Reference

OPNAVINST 5530.13B, PAR 0307

480 02 033  Were risk category AA&E facilities and storage areas designated in  writing by the commanding officer and posted as restricted areas?

Reference

OPNAVINST 5530.13B, PAR 0308 & 0901A

OPNAVINST 5530.14B, PAR 0306B

480 02 034  Were category II through iv arms stored in facilities or storage  areas meeting prescribed security criteria?

Reference

OPNAVINST 5530.13B, PAR 0401

480 02 035  Were arms stored in class 5 GSA-approved safes, banded crates,  containers, or standard issue or locally fabricated arms racks?

Reference

OPNAVINST 5530.13B, PAR 0401D

480 02 036  Are major parts for arms (such as receivers, barrels, and major  subassemblies) provided at least the same protection as category iv arms?

Reference

OPNAVINST 5530.13B, PAR 0404

480 02 037  Has the activity conducted an AA&E survey at least once during the  last 12 months?

Reference

OPNAVINST 5530.13B, PAR 0309

480 02 038  Does the activity maintain records of the three most recent AA&E  security surveys?

Reference

OPNAVINST 5530.13B, PAR 0309

480 02 039  Were personnel authorized unaccompanied access into AA&E facilities  and storage areas designated in writing by the commanding officer (only upon completion of a favorable national agency check or entrance national agency check) and limited to personnel needed for associated operations?

Reference

OPNAVINST 5530.13B, PAR 0405

480 02 040  Are arms and ammunition at Marine Corps resale facilities and  exchanges stored and/or displayed per prescribed security criteria?

Reference

OPNAVINST 5530.13B, PAR 0407

480 02 041  Are AA&E at Marine Corps museums safeguarded per prescribed security  criteria?

Reference

OPNAVINST 5530.13B, PAR 0408

480 02 042  Are nonnuclear missiles, rockets, ammunition, and explosives in risk  categories I through iv stored in approved storage facilities meeting prescribed security criteria?

Reference

OPNAVINST 5530.13B, PAR 0501

480 02 043  Do security fences at category I and II ammunition and explosive  storage areas meet prescribed security criteria?

Reference

OPNAVINST 5530.13B, PAR 0502

480 02 044  Are proper vehicle and personnel access controls at AA&E storage  areas in effect?

Reference

OPNAVINST 5530.13B, PAR 0503

480 02 045  Are stock point inventories of category I nonnuclear missiles and  rockets conducted semiannually?

Reference

OPNAVINST 5530.13B, PAR 0600

480 02 046  Are weapons inventories conducted upon the opening and closing of an  armory?

Reference

OPNAVINST 5530.13B, PAR 0601B (3) (A)

480 02 047  Are monthly inventories of serialized weapons at unit level  conducted by a disinterested third party?

Reference

OPNAVINST 5530.13B, PAR 0601B(3) (A)

480 02 048  Are annual physical inventories of category II, III, and iv  ammunition and explosives conducted?

Reference

OPNAVINST 5530.13B, PAR 0602E

480 02 049  Are demilitarized AA&E properly displayed and safeguarded in  offices, museums, orother areas to include having demilitarization certificates?

Reference

OPNAVINST 5530.13B, PAR 0607

480 02 050  Are organic and unit movements of AA&E per prescribed security  requirements?

Reference

OPNAVINST 5530.13B, PAR 0707

480 02 051  Has the command initiated corrective action E.g. work requests,  MILCON) on previously identified security deficiencies or requested waivers/exceptions from CMC (POS-10)?

Reference

OPNAVINST 5530.13B, PAR 0101 AND PAR 1001

OPNAVINST 5530.13A, CHAP 10

480 02 052  Does the installation have the capability to provide safe haven for  AA&E shipments arriving during other then normal delivery hours?

Reference

OPNAVINST 5530.13B, PAR 0713

480 03      ANTITERRORISM                                     

480 03 001  HAS THE INSTALLATION/UNIT (BATTALION/SQUADRON LEVEL AND HIGHER) APPOINTED (IN WRITING) A QUALIFIED ORGANIZATION AT/FP OFFICER?

Reference

MCO 3302.1C, PAR 6.A.1.B(2)

480 03 002  HAS THE INSTALLATION ESTABLISHED AN INSTALLATION PHYSICAL SECURITY COUNCIL THAT CONVENES AT LEAST QUARTERLY, WITH MEMBERSHIP FROM MAJOR SUBORDINATE ACTIVITY REPRESENTATIVES AND KEY MEMBERS OF THE INSTALLATION STAFF? 

Reference

MCO 3302.1C, PAR 6.B.1.A(1)

480 03 003  DOES THE INSTALLATION HAVE AN ESTABLISHED CRISIS MANAGEMENT TEAM THAT WILL BE ABLE TO COORDINATE THE INSTALLATION'S RESPONSE TO AND RECOVERY FROM A VARIETY OF CRITICAL INCIDENTS, INCLUDING TERRORISM?


Reference

MCO 3302.1C, PAR 6.B.1.A(3)

480 03 004  IS THE UNIT AN ACTIVE PARTICIPANT IN THE INSTALLATION PHYSICAL SECURITY COUNCIL/INSTALLATION CRISIS MANAGEMENT TEAM?  


Reference

MCO 3302.1C, PAR 6.A.1.B(14)

480 03 005  IS THE INSTALLATION CRISIS MANAGEMENT FORCE ESTABLISHED, TRAINED, AND UNDER THE OPERATIONAL CONTROL of THE PROVOST MARSHAL?

Reference

MCO 3302.1C, PAR 6.B.1.A(4)

480 03 006  HAS THE INSTALLATION PROVIDED FOR SPECIALIZED EQUIPMENT TO COMBAT THE TERRORIST THREAT? 

Reference

MCO 3302.1C, PAR 6.B.1.A(5)

480 03 007  DOES THE INSTALLATION/UNIT MAINTAIN, AND AT A MINIMUM, REVIEW, UPDATE, AND EXERCISE THE PHYSICAL SECURITY/AT/FP PLAN(S) ANNUALLY?

Reference

MCO 3302.1C, PAR 6.A.1.B1

480 03 008  HAS THE INSTALLATION/UNIT DEVELOPED WITHIN ITS AT/FP PLAN PRESCRIPTIVE MEASURES/ACTIONS TO SUPPLEMENT THE MINIMUM NUMBER OF DOD THREATCON

MEASURES/PROCEDURES?


Reference

MCO 3302.1C, PAR 6.A.1.B(15)

480 03 009  DO INSTALLATION/UNIT PLANS, PROCEDURES, ASSESSMENTS, AND TRAINING

ADDRESS THE POTENTIAL THREATS TO INFORMATION SYSTEMS?

Reference

MCO 3302.1C, PAR 6.A.1.B(17)

480 03 010  DO INSTALLATION/UNIT PLANS, PROCEDURES, ASSESSMENTS, AND TRAINING  ADDRESS THE POTENTIAL TERRORIST USE OF WEAPONS OF MASS DESTRUCTION? 

Reference

MCO 3302.1C, PAR 6.A.1.B(17)

480 03 011  DOES THE AT/FP PLAN CLEARLY DESCRIBE AT/FP OPERATIONAL RESPONSIBILITIES FOR ALL UNITS/INDIVIDUALS WHETHER PERMANENTLY OR TEMPORARILY ASSIGNED?

Reference

MCO 3302.1C, PAR 6.A.2.B

480 03 012  WERE RESPONSIBILITIES FOR AT/FP OVERLAP, ARE THERE EXISTING MOUS/MOAS WITH LOCAL ORGANIZATIONS (I.G., FIRE, POLICE, MEDICAL) AS PART OF THE INSTALLATION AT/FP PLAN?  


Reference

MCO 3302.1C, PAR 6.A.2.B

480 03 013  IF INSTALLATION IS OVERSEAS, HAS THE COMMAND COORDINATED AT/FP EFFORTS AND PLAN WITH THE HOST NATION AND U.S. COUNTRY TEAM? 

Reference

MCO 3302.1C, PAR 6.A.2.B

480 03 014  IS AT/FP PLANNING/MEASURES INCLUDED IN OPERATIONS ORDERS FOR PERMANENT/TEMPORARY OPERATIONS AND EXERCISES?

Reference

MCO 3302.1C, PAR 6.A.2.C

480 03 015  DOES THE AT/FP PLAN INCLUDE A PROCESS TO RAISE OR LOWER THREATCON LEVELS?

Reference

MCO 3302.1C, PAR. 6.A.2.D

480 03 016  

DOES THE AT/FP PLAN IDENTIFY, COORDINATE, ALLOCATE, AND EMPLOY RESOURCES TO ENSURE THAT AT/FP MEASURES PROVIDE APPROPIATE LEVELS OF PROTECTION FOR ALL APPLICABLE THREATS?  

Reference

MCO 3302.1C, PAR 6.A.2.F

480 03 017  DOES THE UNIT'S AT/FP PLAN SUPPORT THE HOST INSTALLATION'S AT/FP PLAN AND HAS IT BEEN COORDINATED WITH THE HOST INSTALLATION PROVOST MARSHAL?

Reference

MCO 3302.1C, PAR 6.A.2.G

480 03 018  ARE TERRORISM THREAT ASSESSMENTS, CONDUCTED ANNUALLY OR AS REQUIRED, THE BASIS AND JUSTIFICATION FOR RECOMMENDATIONS ON AT/FP ENHANCEMENTS, PROGRAM/ BUDGET REQUESTS, AND THE ESTABLISHMENT OF SPECIFIC INSTALLATION/UNIT THREATCON MEASURES?


Reference

MCO 3302.1C, PAR 6.A.3.A

480 03 019  AT LEAST ANNUALLY, ARE VULNERABILITY ASSESSMENTS BEING CONDUCTED AND UTILIZED AS A THREAT-BASED ANALYSIS AND SELF-ASSESSMENT TOOL TO DETERMINE THE VULNERABILITY OF AN INSTALLATION/UNIT TO TERRORIST ATTACK?

Reference

MCO 3302.1C, PAR 6.A.3.B

480 03 020  WHEN THE INSTALLATION/UNIT CONDUCTS ITS ANNUAL COMMAND VULNERABILITY 

ASSESSMENT DOES IT USE THE INTEGRATED TEAM APPROACH?

Reference

MCO 3302.1C, PAR 6.A.3.D

480 03 021  HAS THE INSTALLATION/UNIT EVALUATED PERTINENT DIRECTIVES AS A MEANS FOR SATISFYING  EMERGENCY OR OTHER UNFORESEEN HIGH PRIORITY COMBATING TERRORISM REQUIREMENTS OR NEEDED CAPABILITIES?

Reference

MCO 3302.1C, PAR 6.A.3.G

480 03 022  PRIOR TO DEPLOYMENT, HAS THE UNIT PERFORMED AN AT/FP PREDEPLOYMENT VULNERABILITY ASSESSMENT?


Reference

MCO 3302.1C, PAR 6.A.3.H

480 03 023  HAS THE ORGANIZATION INTEGRATED TERRORISM SCENARIOS INTO PREDEPLOYMENT AND OTHER TRAINING EXERCISES THAT ARE OPERATIONAL IN NATURE AND AT A MINIMUM EVALUATE THE PROCEDURES PRIOR, DURING, AND SUBSEQUENT TO TERRORIST INCIDENTS?

Reference

MCO 3302.1C, PAR 6.A.4.E

480 03 024  AT THE CONCLUSION OF EVERY AT/FP EXERCISE, HAS THE INSTALLATION/UNIT PROVIDED AN AFTER ACTION REPORT (AAR) TO MARINE CORPS COMBAT DEVELOPMENT (WDID) AND CMC (POS)?

Reference

MCO 3302.1C, PAR 6.A.4.F

480 03 025  DOES THE INSTALLATION PHYSICAL SECURITY/AT/FP PLAN INCLUDE ANNEXES FOR CRISIS/CONSEQUENCE MANAGEMENT, BARRIERS, RANDOM ANTITERRORISM MEASURES (RAM), COUNTERSURVEILLANCE, OTHER TENANT PLANS AND CONTINGENCY PLANS AS REQUIRED BY UNIQUE LOCAL CONDITIONS?


Reference

MCO 3302.1C, PAR 6.B.1.A(2)

480 03 026  DOES THE INSTALLATION PHYSICAL SECURITY/AT/FP PLAN CONTAIN PROCEDURES TO IMMEDIATELY NOTIFY PERSONNEL IN CASE OF ACTUAL EMERGENCY IMPLEMENTATION AND/OR ELEVATION OF THREATCONS?

Reference

MCO 3302.1C, PAR 6.B.1.A(6)

480 03 027  HAS THE INSTALLATION/UNIT DEVELOPED A MEANS OF MASS NOTIFICATION IN CASE OF AN EMERGENCY FOR INSTALLATION/UNIT PERSONNEL?


Reference

MCO 3302.1C, PAR 6.A.1.B(5)

480 03 028  DOES THE INSTALLATION PHYSICAL SECURITY/AT/FP PLAN CONTAIN RESPONSE 

PROCEDURES TO A VARIETY OF TERRORIST AND OTHER CRISIS INCIDENTS (E.G., HOSTAGE / BARRICADE, BOMB THREAT, KIDNAPPING, SABOTAGE, ENVIRONMENTAL DISASTERS, MASS CASUALTY RESPONSE, WEAPONS OF MASS DESTRUCTION, ETC.)? 

Reference

DODI 0-2000.16, STANDARD 15

480 03 029  DOES THE INSTALLATION/UNIT PHYSICAL SECURITY/AT/FP PLAN CONTAIN PROCEDURES FOR NOTIFICATION OF HIGHER HEADQUARTERS IN CASE OF ACTS OF TERRORISM OR OTHER CRISIS SITUATIONS?

Reference

MCO 3302.1C, PAR 6.B.1.A(7)

480 03 030  DOES THE INSTALLATION PHYSICAL SECURITY/AT/FP PLAN CONTAIN A PRIORITIZED LIST OF MEVAS INDICATING MEVA LOCATIONS LIKELY TO BE TARGETED BY TERRORISTS AND THOSE MOST VULNERABLE TO TERRORIST ATTACK?

Reference

MCO 3302.1C, PAR 6.B.1.A(9)

480 03 031  DOES THE INSTALLATION PHYSICAL SECURITY/AT/FP PLAN CONTAIN PROCEDURES TO PROVIDE ENHANCED AT/FP PROTECTION FOR AREAS OF HIGH POPULATION DENSITY?

Reference

MCO 3302.1C, PAR 6.B.1.A(10)

480 03 032  ARE INSTALLATION FIRST RESPONDERS (MILITARY POLICE, FIRE, MEDICAL 

PERSONNEL) TRAINED AND EQUIPPED TO RESPOND TO BOTH CONVENTIONAL AND WMD TERRORIST ATTACK? 

Reference

MCO 3302.1C, PAR 6.B.1.C

480 03 033  ARE THE INSTALLATIONS/COMMANDS LISTED IN ENCL (9) OF MCO 3302.1C PREPARED TO PROVIDE A TELEPHONIC (SECURE TELEPHONE) REPORT TO CMC VIA THE MARINE 

CORPS COMMAND CENTER (MCCC) WHEN THE INSTALLATION/COMMAND THREATCON LEVEL CHANGES OR WHEN AN ACTUAL TERRORIST INCIDENT OCCURS? 

Reference

MCO 3302.1C, PAR 6.B.1.G

480 03 034  ARE THE INSTALLATIONS/COMMANDS LISTED IN ENCL (9) OF MCO 3302.1C PREPARED, IMMEDIATELY FOLLOWING THE TELEPHONIC REPORT, TO SUBMIT AN OPERATIONAL REPORT/SERIOUS INCIDENT REPORT (OPREP3/SIR) TO CMC (POC/POS/CIE) AS PER THE REFERENCE?

Reference

MCO 3302.1C, PAR 6.B.1.H

480 03 035  IS THE INSTALLATION/COMMAND AWARE OF THE REQUIREMENT TO IMMEDIATELY NOTIFY THE SERVICING FIELD OFFICE OF THE FBI (IF THE INCIDENT OCCURS WITHIN THE 

U.S. OR POSSESSIONS) OR THE DEPARTMENT OF STATE (DOS) (IF INCIDENT OCCUR 

ON FOREIGN TERRITORY) VIA THE SERVICING NCISRA WHENEVER AN ACTUAL TERRORIST INCIDENT OCCURS?


Reference

MCO 3302.1C, PAR 6.B.1.I

480 03 036  DOES THE INSTALLATION INCLUDE THE PUBLIC AFFAIRS OFFICER (PAO) IN ALL PLANNING, TRAINING, EXERCISES, AND OPERATIONAL ACTIVITIES RELATED TO TERRORIST EVENTS?


Reference

MCO 3302.1C, PAR 6.B.1.J

480 03 037  DOES THE INSTALLATION PROVOST MARSHAL REVIEW INSTALLATION PLANNING AND DESIGN OF MILITARY CONSTRUCTION (MILCON) AND SPECIAL PROJECTS TO ENSURE

THAT AT/FP PROTECTIVE FEATURES AND OTHER PHYSICAL SECURITY MEASURES ARE INCLUDED?

Reference

MCO 3302.1C, PAR 6.B.1.L

480 03 038  HAS THE INSTALLATION CONDUCTED AN AT/FP EXERCISE WITHIN THE PREVIOUS 

12 MONTHS WHICH TESTS THE INSTALLATION'S ABILITY TO COUNTER,CONTAIN,

AND/OR MITIGATE A TERRORIST THREAT AS PER THE REFERENCE?

Reference

MCO 3302.1C, PAR 6.B.2.A

480 03 039  IF APPLICABLE, HAS A FLIGHT LINE SECURITY PROGRAM BEEN ESTABLISHED

ASSIGNING FLIGHT LINE SECURITY PRIORITIES BASED ON THE THREAT LEVEL

AND THE NATURE OF ASSETS BEING PROTECTED?

Reference

MCO 3302.1C, PAR 6.C.1

480 03 040  HAS THE INSTALLATION/UNIT ESTABLISHED AN AT/FP INFORMATION AND AWARENESS PROGRAM TO ENSURE ALL ASSIGNED PERSONNEL (MILITARY, CIVILIAN, AND 

DEPENDENTS) ARE AWARE OF THE GENERAL TERRORIST THREAT AND THE PERSONAL PROTECTION MEASURES THAT COULD REDUCE INDIVIDUAL VULNERABILITIES? 

Reference

MCO 3302.1C, PAR 6.A.1.B(4)

480 03 041  HAS THE INSTALLATION/UNIT INCORPORATED INDIVIDUAL TRAINING STANDARDS FOR AT/FP WITHIN THE COMMAND TRAINING PROGRAM AS THE BASIS FOR INDIVIDUAL TRAINING?

Reference

MCO 1510.114

480 03 042  HAVE ALL PERSONNEL PLANNING TO TRAVEL ABROAD RECEIVED A BRIEFING ON THE DOD TRAVEL POLICY?

Reference

MCO 3302.1C, PAR 6.A.1.B(7)

480 03 043  HAVE ALL PERSONNEL PLANNING TO TRAVEL OUTSIDE THE CONTINENTAL U.S., 

REGARDLESS OF THREAT LEVEL, RECEIVED PREDEPLOYMENT LEVEL I AT/FP  TRAINING TO INCLUDE AN AOR/COUNTRY SPECIFIC THREAT INFORMATION BRIEF?

Reference

MCO 3302.1C, PAR 6.A.1.B(8)

480 03 044  AT LEAST ANNUALLY, IS GUIDANCE PROVIDED TO ALL PERSONNEL ASSIGNED TO MEDIUM AND HIGH THREAT LOCATIONS ON APPROPRIATE CONDUCT IF THEY ARE TAKEN HOSTAGE OR KIDNAPPED?

Reference

MCO 3302.1C, PAR 6.A.1.B(11)

480 03 045  DURING PERIODS OF ELEVATED THREAT CONDITIONS, HAS THE COMMAND ENSURED A COPY OF MCRP 3-0E2 "THE INDIVIDUALS GUIDE FOR UNDERSTANDING AND SURVIVING TERRORISM", OR AN ALTERNATIVE HANDOUT WAS DISTRIBUTED TO ALL PERSONNEL?


Reference

MCO 3302.1C, PAR 6.A.1.B(12)
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