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630         COMMUNICATIONS - ELECTRONICS ( COMM - ELECT )

            Functional Area Manager: C4

            Point of Contact: LTCOL L. REYNOLDS     DSN 223-3479

            Date Last Revised: 12 December 2002

630 04      COMMUNICATIONS / MESSAGE CENTER

630 04 001  Is the communications/message center verifying the inspector's identity, authorization and clearance upon entry?

              Reference

              NTP-4(D), PAR 509.5-4

630 04 002  Does the communications/message center maintain a posted list of personnel authorized entrance to the center?

              Reference

              NTP-4(D), PAR 511.A

630 04 003  Has the communications/message center established a visitor  register?

              Reference

              NTP-4(D), PAR 511.B

630 04 004  Was the communications/message center visitor register formatted to include: date, visitor's signature, visitor's rank/rate visitor's organization, purpose of visit, signature of authorizing official and time in/out?

              Reference

              NTP-4(D) PAR 511.B

630 04 005  Is a current emergency action plan with all required information  prominently displayed in the communications/message center?

              Reference

              SECNAVINST 5510.36  PAR 2B.1

              CMS 21A  ANNEX M

630 04 006  Does the command's emergency action plan state the priority for emergency evacuation or destruction of classified material holdings in the communications/message center?

              Reference

              SECNAVINST 5510.36  PAR 2B.1

              CMS 21A  ANNEX M

630 04 007  Does the communications/message center have a list of personnel  assigned duty officer responsibilities which required pick-up/ screening of classified messages?

              Reference

              NTP-4(D), PAR 404.F

630 04 008  Does the duty officer list include the highest classification of messages which the duty officer may view?

              Reference

              NTP-4(D), PAR 404.F

630 04 009  Does the communications/message center have message release/ pick-up authorization forms (OPNAV 2160/6) for all persons authorized to deliver and/or pick-up messages?

              Reference

              NTP-4(D), PAR 407.A

630 04 010  Does the communications/message center maintain a complete, chronological file of general messages by general message title?

              Reference

              NTP-4(D), PAR 452, 4-21

630 04 011  Is the communications/message center maintaining a  telecommunications center file?

              Reference

              NTP-4(D), PAR 447 4-20

630 04 012  Does the communication/message center have a list of personnel authorized to receipt for LIMDIS/SPECAT messages?

              Reference

              NTP-4(D), PAR 426

              NTP-4(D), PAR 432

630 04 013  Does the command provide specific instructions in regards to message handling and processing during periods of minimize?

              Reference

              NTP-4(D) PAR 407.C

630 04 014  Is the communications/message center maintaining message logs?

              Reference

              NTP-4(D), PAR 437, 438. 439

630 04 015  Does the communications/message center have instructions for the  internal routing of messages?

              Reference

              NTP-4(D), PAR 404

630 04 016  Is the communications/message center expediting service  messages as outlined?

              Reference

              NTP-4(D), PAR 419

630 04 017  Does the communications/message center exercising correct tracer procedures to determine the reason for inordinate delay or non-delivery of messages?

              Reference

              NTP-4 (D), PAR 442

              JANAP 128(1)

630 04 018  Is the communications/message center performing message traffic  checks prior to filing?

              Reference

              NTP-4(D), PAR 442

630 04 019  Is the communications/message center providing procedures to  expedite all outgoing messages.

              Reference

              NTP-4(D)

630 04 020  Is the command submitting communications shifts using  established procedures?

              Reference

              NTP-4(D), ANNEX A

630 04 021  Is the command recopying address indicating groups?

              Reference

              NTP-3, SUPP-1, PAR 108

630 04 022  Has the communications/message center changed commercial refile procedures to comply  with USMCEB MSG 302133z.

              Reference

              JAFPUB 204/80

              JANAP 128(1), PAR 449

              JANAP 128(1), PAR 450

              JANAP 128(1), PAR 451

              ACP 121, US SUPP-1(F), PAR 352

630 04 023  Is the communications/message center holding watch-to-watch inventories of communications publications maintained outside of locked security containers?

              Reference

              NTP-4(D), PAR 505

630 04 027  Is the command holding watch-to-watch inventories of cryptographic keying material accessed by the watch?

              Reference

              CMS 21 PAR 835.D

              NTP-4(D), PAR 506

630 04 031  Does information on the records of storage for security containers in the communications section include: names of personnel and access, home addresses and home telephone numbers?

              Reference

              OPNAVINST 5510.1H, PAR 11.206.8

630 04 032  Are <___> of <_____> records of storage for security containers in  the communications section out of date in that personnel identified on the record of storage had been transferred and dropped from the access?

              Reference

              SECNAVINST 5510.36, PAR 10

630 04 033  Are <____> of <____> security containers cited in the communication  have security container checklists?

              Reference

              SECNAVINST 5510.36, PAR 10

630 04 044  Are <___> of <     > security containers in the communications  section have security  container checklists that properly annotated?

              Reference

              SECNAVINST 5510.36, PAR 10

630 04 045  Are <___> of <_____> security containers in the communications  section used for  storing classified material have a record of storage?

              Reference

              SECNAVINST 5510.36, PAR 10

630 04 048  Are records of combinations sealed in an envelope and kept on  file by the security manager?

              Reference

              SECNAVINST 5510.36, PAR 10 - 2

630 04 049  Are all COMSEC personnel cleared and authorized to handle CMS  material?

              Reference

              SECNAVINST 5510.30A

630 04 050  Are watch supervisors managing COMSEC material inventory all primary keying material, secondary variables, publications and COMSEC equipment held by the watch section?

              Reference

              CMS 21A, PAR 775

630 04 051  Are watch stations managing COMSEC material adding new keying  material to the watch inventory?

              Reference

              CMS 21A, PAR 775

630 04 052  Are watch stations managing COMSEC material deleting from the watch inventory any material destroyed or entered in the destruction chain?

              Reference

              CMS 21A, PAR 775

